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Operating System Detection

* Don’t Fragment Bit
— Some OS use this bit to enhance performance

e TCP Initial Window

— Some OS stack implementations have a unique initial
window size on their returned packets

— AlX returns Ox3F25, OpenBSD, FreeBSD use 0x402E



Operating System Detection

» ICMP Error Message Quenching

— RFC 1812 suggests limits on various error message rates.
Only a few OS follow the RFC.

— Send UDP packets to random, high, UDP port and count the
number of unreachable messages received within a given
amount of time.



Operating System Detection

« |ICMP Message Quoting

— ICMP error messages should quote a small amount of info
from the ICMP message that caused the error.

— Example: Host unreachable

— This is quoted when the PORT UNREACHABLE message Is
received in the IP Header + 8 bytes.

— Solaris and Linux provide more info than is needed
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