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(a) Authentication Service Exchange: to obtain ticket-granting ticket

(1) C = AS: ID_Il ID,, Il TS,

(2) AS = C: Eg [K 0 I ID

gs

g I TS, Il Lifetime, || Ticket,y, |

Ticket,y, = Eg [K, o0 1D I ADG IV ID,, TS, |l Lifetime, |

ros

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

(3) C —= TGS: ID | Ticket, os Il Authenticator,
(4) TGS — C: Egl_rﬂh_[f-:'“. 1D, 1TS, 1l Tickerl.]

Ticket,,, =E [K

s = B, [Kesgs 11D 1ADG 11D

s | TS, Il Lifetime, |
Ticket, =Eg [ K., 1 IDc 1| AD | ID, I TSy |l Lifetime., |

Authenticator, = Eg [H_)C Il AD I TS;;]

res

(¢) Client/Server Authentication Exchange: to obtain service

(5) C —= V: Ticket, |l Authenticator,
6)V—-=0C: E .ﬂr:i..,.[TSS + l] (for mutual authentication)
Ticket, =Eg [K,, 1 IDc Il AD | ID, TS |l Lifetime, |

Authenticator, = E g ﬁ_[fﬂf Il AD I TS5 ]
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Hierarchy/Chain of Realms
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(a) Authentication Service Exchange: to obtain ticket-granting ticket

(1) C — AS: Options || ID || Realm, || IDyg || Times || Nonce
(2) AS — C: Realm || IDg || Ticketigs || Exe [Ke.tes || Times | Noncey || Realmyigs || IDygs |

Ticketygs = E'ths [Flags || K¢ tgs || Realme || 1D || AD || Times]

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

(3) C — 1GS: Options || 1Dy, || Times || | Nonces || Tickaltgg | Authenticator,
(4) TGS — C: Realmc || ID. || Tickety || EKM‘%S [ Ke,v || Times || Noncea || Realmy, || 1Dy |

Ticketrgs = Eﬂlgs [Flags || K¢ tgs || Realme || ID || AD¢ || Times]
Tickety = Eky [Flags || K¢ v || Realmg || ID¢ || AD¢ || Times]
Authenticator, = Eg tgs [ ID¢ || Realmg || TS ]

(¢) Client/Server Authentication Exchange: to obtain service

(3) C — 1GS: Options || Ticket, || Authenticator,
(6) TGS — C: g, [ TS | Subkey || Seq# |

Tickety = Eky [Flags || K¢ v || Realmg || ID¢ || AD¢ || Times]
Authenticator, = Eg . 7 [ ID || Realm, || TS; || Subkey || Seq# ]




