Authentication protocols
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Basis for Authentication

e Something you know (a PIN, or password).

e Something you have:

— securelD card or other token, generating a one-time

password.
— akey imbedded 1n a ‘secure area’
— a smartcard (which may have keys imbedded and can

perform cryptographic operations on behalf of a user).

e Something you are (a biometric).
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Password Vulnerabilities

Writing them down

Stolen passwords (via eavesdropping)
— Trojan Horse

Poor password choice

— Easy to guess, easy to remember

— People use the same password multiple times

— Passwords changed infrequently
Offline attacks

— Search through password dictionary



Survey of 3,289 Passwords

e With no constraints on choice of password
— 15 were a single ASCII letter.
— 72 were strings of two ASCII letters.
— 464 were strings of three ASCII letters.
— 4’7 were strings of four alphanumerics.

— 706 were five letters, all upper-case or all
lower-case.

— 605 were six letters, all lower case.
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Strong Authentication

e In strong authentication, one entity ‘proves’ its identity to
another by demonstrating knowledge of a secret known to

be associated with that entity, without revealing that secret

itself during the protocol.

e Also called "challenge-response’ authentication.

e Use cryptographic mechanisms to protect messages in

protocol:
— Encryption.
— Integrity mechanism (e.g. MAC).

— Daigital signature.



Encryption-based Unilateral Authentication

A —B: ‘Hi Bob, I'm Alice’
B —A: R (challenge)
A _.B: {RIIB} (response)

(Here, { X} means string X encrypted
under key K, and Il means concatenation

of strings.)



Standard Authentication

e Alice and Bob share (strong) key k

e Simple challenge-response type protocol:
(N,,N, - nonces)

Ek(Na)
i Na’ Ek(Nb)
N




Attack on Simple Protocol

e “Oracle Attack”




Protocol Fix?

 Modified challenge-response type protocol:
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Password-based Protocols
e Telnet - vulnerable to replay attacks

Client ——2¥d . Server

e Hashing does not help
Client ——@Wd) . Seryer



Password-based Protocols

e Challenge-Response : vulnerable to offline
dictionary attacks

Client «—"  Server

h(cha,pwd)
———-

e Problem: “verifiable text”



Password-based Protocols

 SSH: Relies on public key

Clent ——-4—— Server
gy’SigS(gX’gy)

Verify Sig

K:ng

E,(user,pwd)
e ——————————————————————————

e Similar protocols relying on public keys:
— [SSL],[Halevi-Krawczyk],[Boyarsky],[Shoup]



Password Auth. - Attempt

‘
Public: p , p
. A Y
Prime p, generator g ,
=]

W=g* W,—a) Check a=f (W)
Cl=j;)(W) Vb V:gy
—_— b=f,(V)

Check b=f,(V)

e Intuition: authenticate Diffie-Hellman values
using PRF with password as key.

e Insecure! (eavesdropper obtains verifiable text)



