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Concepts and Classification

Key establishment: a shared secret becomes available to
two or more parties, for subsequent cryptographic use.

— key transport protocol

* One party creates, and securely transfers it to the
other(s).

— key agreement protocol: key establishment technique
In which
» a shared secret Is derived by two (or more) parties

— key pre-distribution vs. dynamic(session) key
establishment



« Use of trusted servers
— trusted third party, trusted server, authentication server, key

distribution center (KDC), key translation
center (KTC) and certification authority (CA).
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