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Concepts and Classification

Key establishment: a shared secret becomes available to
two or more parties, for subsequent cryptographic use.

— key transport protocol

* One party creates, and securely transfers it to the
other(s).

— key agreement protocol: key establishment technique
In which
« a shared secret Is derived by two (or more) parties

— key pre-distribution vs. dynamic(session) key
establishment



» Use of trusted servers
— trusted third party, trusted server, authentication server, key

distribution center (KDC), key translation
center (KTC) and certification authority (CA).
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Secret Sharing Algorithms



What Is secret sharing?

* In cryptography, secret sharing refers to a
method for distributing a secret amongst a
group of participants, each of which Is
allocated a share of the secret.

* The secret can only be reconstructed when the
shares are combined together; individual
shares are of no use on their own.



Why do we need secret sharing?

 Glves tight control and removes single point
vulnerability.

* Individual key share holder cannot
change/access the data.



Mathematical Definition

« Goal Is to divide some data D (e.g., the safe
combination) into n pieces D1,D2....Dn in such a
way that:

— Knowledge of any k or more D pieces makes D easily
computable.

— Knowledge of any k-1 or fewer pieces leaves D
completely undetermined (in the sense that all its possible
values are equally likely).

» This scheme is called (k,n) threshold scheme. If k=n
then all participants are required together to
reconstruct the secret.



Shamir's Secret Sharing

» Suppose we want to use (k,n) threshold
scheme to share our secret S where k <n.

» Choose at random (k-1) coefficients
al,a2,a3...ak-1, and let S be the a0

f(x)=a, +a,x+a,x* +....+a,_,



Shamir's Secret Sharing
« Construct n points (1,f(1)) where 1=1,2.....n

» Glven any subset of k of these pairs, we can
find the coefficients of the polynomial by
Interpolation, and then evaluate a0=S , which
IS the secret.



Example

Let S=1234
n=6 and k=3 and obtain random integers
al=166 and a2=94

f(x)=1234 +166x+94x°

Secret share points
(1,1494),(2,1942)(3,2598)(4,3402)(5,4414)(6,5614)

We give each participant a different single point (both x and

f(x) ).



Reconstruction

 |n order to reconstruct the secret any 3 points
will be enough

* Let us consider
(Xo, Yo) =(21924),(x,, y,) = (4,3402),(X,, y,) = (5,4414)
U sin gLagrangepolynomials
l, = X=X /X, =X, *X=X, /X, =X, =X—4/2-4*X-5/2-5=1/6x* —-11/2x+31/3
|, = X=X, /X =X, *X=X, /X, =X, =X=2/4-2*x-5/4-5=-1/2x* -31/2x -5
|, = X=X, /X, =X, *X=X /X, =X =X—2/5-2*Xx-4/5-4=1/3x* - 2x+22/3

2
f(x) =) y;l;(x) =1942(1/6x* —11/2x + 31/3) + 3402(-1/ 2x* — 31/ 2x — 5) + 4414(1/ 3x* — 2x + 22/ 3)
j=0

f (x) =1234 +166x + 94x°



Shamir’s Secret Sharing (Cont.)

— Key Recovery Phase:

®AnNy t shadows can recover the h(x) by pooling t points
(X, Ki )y (i, Ki)), - (X' K')

h(x) = ZK H X _X )) mod p

= (g

j;tS

J

@K = h(0)



