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(a) Symmetric encryption: confidentiality and authentication

M > (? > (D) > M
PU, E(PU,, M) PR,

(b) Public-key encryption: confidentiality

M = K? = > ® > M
PR, E(PRa. M) PU,

(c) Public-key encryption: authentication and signature

SN N T s N s T

PR, E(PRa, M) PU, E(PU,, E(PRa, M)) PR, E(PRa, M) PU,
(d) Public-key encryption: confidentiality, authentication, and signature

Figure 12.1 Basic Uses of Message Encryption
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(b) External error control

Fioure 12.2 Internal and External Error Control
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<« Destination B

Y

Source A

A

¥

N
N . = l
M B |} = M ‘t
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!
/1 \ y |
~(©) COK, M

(a) Message authentication

M O—O— b T

Kl g .:J.\_'j:'j.:i: K CD[]]]JEI' =
l
(L Ky Bk, MICK.M) K ¢ -‘ |
/
> C) L 40

(b) Message authentication and confidentiality; authentication tied to plaintext

E(Ky, M)

.

T F

M —Lf)_ D .- - \ f M

K (
K; | / T Compare K
J’; K, 1'
—(C—— C(Ky, E(Ky, M)

(c) Message authentication and confidentiality; authentication tied to ciphertext

Figure 12.4  Basic Uses of Message Authentication code (MAC)
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