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Terminology

plaintext, cleartext: an “unhidden message”
encrypt: transform a message to hide its meaning
ciphertext: encrypted message

cipher: cryptographic algorithm

decrypt: recover meaning from encrypted message
cryptography: art/science of keeping message secure
cryptanalysis: art/science of breaking ciphertext

cryptology: study of both cryptography and cryptanalysis



Encryption and Decryption

plaintext, cleartext

|

Encryption

Method

4

ciphertext

ciphertext
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Decryption
Method
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plaintext, cleartext




Common Mathematical Symbols

P plaintext (here is a binary value)
C ciphertext (also binary)
E encryption function

D decryption function

E(P) = C encrypting plaintext yields ciphertext
D(C) = P decrypting ciphertext yields plaintext

D(E(P)) = P decrypting encrypted plaintext yields plaintext



Cryptography Algorithm Type

* Restricted Algorithm

« Key-Based Algorithm



Restricted Algorithm

The security of a restricted algorithm requires
keeping the algorithm secret!




Simple Restricted Algorithm

Encryption algorithm
Multiply the plaintext by 2

Decryption algorithm
Divide the ciphertext by 2

plaintext =SECRET =19 5 3 18 5 20
Ciphertext =38 10 6 35 10 40



Key-Based Algorithm

The security of key-based algorithms is
based on the secrecy of the algorithm, the
key(s), or both




Simple Key-Based Algorithm

Encryption algorithm
Multiply the plaintext by 2 and add key

Decryption algorithm
Subtract the key and divide the ciphertext by 2

plaintext =SECRET =19 5 3 18 5 20
Key =3

Ciphertext =41 13 9 39 13 43



Secret (Symmetric) Key Algorithms

Decryption key = encryption key
Key agreed in advance between parties
Key kept secret

Like a locked room

* Need the key to lock up document

* Need the key to unlock room and get document

(2




Public (Asymmetric) Key Algorithms

Encryption and decryption keys are different
Encryption key is public (usually)
Decryption Key Is private




Symmetric Key Algorithms

Exchanging Messages with
Symmetric Cryptography

Agree on cryptosystem

Agree on key

cipher text




Crypto-Attacks

= Adversary goal to break cryptosystem
= Assume adversary knows algorithm, but not key

= two general approaches to attacking a
conventional encryption scheme

= Cryptanalysis : rely on the nature of the
algorithm plus perhaps some knowledge of the
general characteristics of the plaintext or even
some sample plaintext—ciphertext pairs

= Brute-force attack : The attacker tries every
possible key on a piece of ciphertext until an
Intelligible translation into plaintext is obtained



Crypto-Attacks

= 3 types of attacks:

 ciphertext only:
adversary has ciphertext; goal to find plaintext and key

« known plaintext:
adversary has ciphertext, corresponding plaintext; goal to find key
« Chosen Text

« Plaintext message chosen by cryptanalyst, together with its
corresponding ciphertext generated with the secret key

» Ciphertext chosen by cryptanalyst, together with its corresponding
decrypted plaintext generated with the secret key



Crypto-Attacks

= Two definitions are worthy of note.
= unconditionally secure
* no matter how much ciphertext is available
* no matter how much time an opponent has

= |t is impossible for opponent to decrypt the
ciphertext

* there is no encryption algorithm that is
unconditionally secure exception of a scheme
known as the one-time pad

= computationally secure

* The cost of breaking the cipher exceeds the
value of the encrypted information.

* The time required to break the cipher exceeds
the useful lifetime of the information.



Crypto-Attacks

Average Time Required for Exhaustive Key Search

Number of Time Required at 1 Time Required at
Key Size (bits) Alternative Keys Decryption/us 10° Decryptions/us
32 232 =43 x 10° 231us = 35.8 minutes 2.15 milliseconds
56 256 =72 x 10 2%us = 1142 years 10.01 hours
128 2128 = 3.4 x 108 227us = 5.4 X 10* years 5.4 % 10'8 years
168 2168 = 3.7 x 10 21745 = 5.9 x 10% years 5.9 x 10%° years
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-Physical processes

-LSFR ( Linear Feedback Shift Register )
-BBS( Blum-Blum-Shub)



Linear Feedback Shift Register

Linear shift feedback register with 4 bit register
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Initial and final permutation steps in DES

Initial
Permutation

Final
Permutation
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DES uses 16 rounds.

A round in DES
(encryption site)

Round
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The heart of DES is the DES function. The DES function
applies a 48-bit key to the rightmost 32 bits to produce a
32-bit output.

FRLLK) P

l 32 bits

: Expansion P-box :

48 bits

XOR ®<

48 bits
S-Boxes

SHSIHSHSHSHSHSIS

DES function

K (48 bits)

32 bits

Straight P-box
32 bits

Out
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Since R,_, Is a 32-bit input and K, is a 48-bit key, we first
need to expand R,_, to 48 bits.

Expansion permutation

— From bit 32 o From bit 1 —
32-bit input
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48-bit output



_

The S-boxes do the real mixing (confusion). DES uses 8
S-boxes, each with a 6-bit input and a 4-bit output.

S-boxes
48-bit 1nput
Array of S-Boxes

%%%%%%%%

32- b1t output



S-box rule

bitl bit2 bit3 bit4



DES cipher and reverse cipher for the first approach

64-bit plaintext
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2DES and 3DES
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2DES

A pair of semi-weak keys in encryption and decryption

P 64-bit text

!

k
DES 1
cipher
A pair of
semi-weak keys
DES
cipher k,

P 64-bit text




Meet-in-the-Middle Attack
However, using a known-plaintext attack called meet-in-

the-middle attack proves that double DES improves this
vulnerability slightly (to 2°7 tests), but not tremendously

(to 2112),



Encryption

P | 64-bit plaintext ‘ 64-bit plaintext ‘ P

DES
reverse cipher

DES

C | 64-bit ciphertext 64-bit ciphertext ‘ C

Decryption
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Continued

Tables for meet-in-the-middle attack

M =E; (P)

M

ki

Find equal M’s and record
corresponding k; and k,
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Encryption

Triple DES with two keys

P | 64-bit plaintext

P | 64-bit plaintext

C | 64-bit ciphertext

reverse cipher

| | |

| DES L

: cipher | ! : reverse cipher

| | |

| | |

| | DES
S .

: | ? : > cipher

| | |

| | |

| | DES

| — ke —

| | I

C | 64-bit ciphertext

Decryption
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« MARS

« RC6

Rijndael m
Serpent

Twofish
Mb&ﬁ‘)‘\ﬁww 4""'%&‘ OJ\QJA%QLQ%‘J&} 4.“.5& i

A Performance Comparison of the Five AES Finalists
B. Schneier and D. Whiting
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ECB: Electronic Code Book
CBC: Cipher Block Chaining
CFB: Cipher Feed Back

OFB: Output Feed Back

CTR: CounTeR mode



&MWMLM;‘J‘M@UWJA Lol JISSI

'5‘9""""‘" MK.: Y8 o4 oS d”“
R AP d‘-«’)‘ CJL&& ‘5\.@»\.34544’\{,: Ja“,.«:c u.o.w: —
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initialized with 1V initialized with IV
| (s) :

v
shift register (n)

v
shift register (n)

(n)
K—

(n)

(s)
(s)

PiL"' > C,

(s)

A
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shift register (n)

() (s)

A
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shift reglster (n)
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OFB , CFB .
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Al il Sa S puales Jla )l EBC
' (Electronic Code Book)
oala ad & 5 o) Sodalid Jlu CBC
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Meet-in-the-Middle
attack
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Authentication
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Round
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Brute Force
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MAC: Message
authentication code
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DES XK Qg)\.:\gj-w Al
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Provable Security Gl Jud i)
Differential .
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cryptanalysis el &y
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Substitution (rdila
Permutation Cuiola
NSA: National
Security Agency
Timing Attack ) Adas




