SSL SS9 ¢



Clllas S g




do e

i |
2 VeriSign - Security (S5L Certificates), Communications, and Information Ser... E]
File  Edit  View Faworites Tools Hy

>

o El ; Search Favorites ‘!I‘r'-'hzu:lia ,".il'_‘:.-: -
tisign. comn/ w a G0

Search: '::::',_:_‘ Web ['j‘_ﬁliilin:tin:nrnar';.-' - Ifil'f-l’u:nppiru; - q; o

w | Search Web = E'I"" ﬁ" @ [-:l My Web - #?

Solutions About VeriSign

Buy Now

e INTRODUCING..
= e BUY ssL Certi
VeriSign™ Backup Plus
BUY payments

Back up and restore mobile data GO

Learn more == GO

Inter‘net




4>J>r.:)\3

*Q S

.63 V44F L« Netscape s ,5 1 b 351 SSL1.0
(640 Jle Llsl# ws iz 5 I b Netscape «s”,s L 5 SSL2.0

(65N 1447 Ul Lilgl 5 us iz 5 1 b Netscape s & Lw 5 SSL3.0
el 3 IETF & e 0o SSL amas 5 ¢(65M0 1445 Ll o ole (gl

(650 1444 Jlu LIl SSL JSS 5 0 5 lblent asens 351 TLS1.0

s 22 TLSL.0 (lgins ) ol TLS1.1






Secure Socket Layer

g o Lol ) (olers 4 Sl (6415 (6l g &S Sl e 1Y ¢SS SSL

Record Layer
GLS‘}LUMMLS‘J{C,‘;JQ:,J{:
.E.é}job;‘}ﬁjc&jbasfﬁ
oly S




C).Ubﬁ- Jb.u -

s g Jase Sl

S Solr S

Izl 68 L= Y-

L Jlail g 5

< >

sldzws slesly dsla
< >

Change Cipher Spgc

Cpange Cipher Spec

C.

Ll g Jlans Il

e g Jaae >

ol 6l

Sy e



- Jg’ﬁji
QVQ}@MT}JWLAJ&&QU&j&@MQYJJ‘j&YLQYJQ’jﬁ)L@%)‘ C)‘.S‘«}U?‘
ubjﬂc.bl:wjadub‘
..U}ibu.orbd‘dw‘éj\q-d‘o-&bLQJ‘K}A)jdL@‘j‘F\chjbobﬁéQw

by 0318 9 SlkeM!

= s

OOy dxkad dalad

Slw 08 48

Pl cdlol 3l >l o5 03 yad (g0 MAC
/

IO 30 O 30 (ko

ATy 939 381 -

s
1
o0

= Cud Aol




L oMl IS5,

el Sl 53 Jols S5 cal el

b oo

V= ol ldie s sl ldia e s L S

Y= ol e sl Slgs s S

s -



sldews J.(IJJ;’

ande (51 p5Y (slean 5 8 (55, BBy

pre-master-secret ¢ sy b b 335 (s fﬂ 5,@3}4, sl elyl Jsls
b LIl 511 5 shie 4 aslial S 4lsls

Es aY gl Jlasl Jlre Sl 2ol gbs el S 5

SIS 5 Olewloes 2w ys 5 Oliebsl slow

10



Jlas! flons Il ztal (6l el 5l dcnlons

ol sl B3y sliel 5 pre-master-secret ¢KaS™ 4 master-secret avsl>es  ©
odd sl S3las sliel g master-secret ¢SS« o5V el sla el aclos @

L35 oy 4IS
ANF S oy 1S
5,8 MAC LS
H5 8 MAC oS
L 5,5 adsl ,ls

)‘}?,)K 4.:5)‘ )‘JJ{

11



JolS sl ¢S5 s el Jals W,

Client Hello

T N—

o9, culo> bl axus )5V

lo,9,8 sl 32 (s9s5lai sac

o918 culo> L8 50, Saiol,l acgozo ]
Lo,9,8 culo> LB S5Lw 03,08 Slpabg,

(58 54, 20 S ST Jals 0 5 NI Jolds ey (6l 205, 48 gazee
il o ST I b s 5 Sl 1 02, S

12



oS sl ¢S5 s el Jals Wy,

Client Hello

Server Hello

> Sl ooni Ll aseuww

S5 sl 32 (sdslai sac

s 1) oot sl 30, Szl Acsomes
> Sl oouw wlxil s;Lw 6,0 o,

13



oS sl ¢S5 s el Jals Wy,

Client Hello

Server Hello

Certificate™

0 (89lgi AulS Jsly puyeSdl b Hblie aolialeS

14



oS sl ¢S5 s el Jals Wy,

Client Hello

Server Hello

Certificate™
Certificate Request ~

)35 Jgud 5,90 anliudleS j9u0 3Shho ]

15



JolS sl ¢S5 s el Jals W,

Client Hello

Server Hello

Certificate™

Certificate Request
x*

Server Key Exchange

Jsli 5,155, g old (seus Sl il
g0 sodd (s> AdS

16



JolS sl ¢S5 s el Jals W,

Client Hello

Server Hello

Certificate™

Certificate Reque st *
Server Kex Exchang

Serveg Hello Done

155,58 Slpoly plesl pMel

17



JolS s &S5 s Lgals Jals L

Client Hello

Server Hello

Certificate™

Certificate Reque st *
Server Kex Exchang
B —————————————————————

Server Hello Done
Certificate™

5,8 Slolss U jblse aolusleS

18



JolS sl S Lol Jals g

Client Hello

Server Hello

Certificate™

Certificate Request
Server Kex Exchange*

Server Hello Done

Certificate™
I ——————————————————————

Client Key Exchange

N~

pre-master-secret o.i o, Hlase 1 RSA oS Jslo )
Lo,9,8 odd (s> (swgoc AJS 1 odd sd AdS Jslo s

19



JolS sl S Lol Jals g

Client Hello

Server Hello

Certificate™

Certificate Request
Server Kex Exchange*

Server Hello Done

Certificate™
I ——————————————————————

Client Key Exchange
—_—

Certificate Verii_‘i/ i

slaows Slpoly pd)s Jols Sy clasl
ol ol J8 U oo alslo

20



JolS sl S Lol Jals g

Client Hello

Server Hello

Certificate™

Certificate Reque st *
Server Kex Exchang

Server Hello Done

Certificate™
I ——————————————————————

Client Key Exchange
—_—

Certificate Verify i

Change Cigher Sgec

Jlail syl s @ Jlal Jheo wdls pus

21



JolS sl S Lol Jals g

Client Hello

Server Hello

Certificate™

Certificate Reque st *
Server Kex Exchang

Server Hello Done

Certificate™
I ——————————————————————

Client Key Exchange
_—

Certificate Verify i
Change CiEher SEec

Finished

TN

Ly ol 5l ud b oasw alsbo slaiws Sleoly piys Jols>

22




JolS sl S Lol Jals g

Client Hello

Server Hello

Certificate*
Certificate Reque st
Server Key Exchange™
Server Hello Done

Certificate™
I ——————————————————————

Client Key Exchange
—_—

Certificate Verify i
Change CiEher SEec

Finished
ﬁ
Change Cipher Spec
—

Finished
: 23



dde (6,8

pre-master-secret ¢ 145

S YLl s eslanal (ol

W}JL@J\Q}L@S .
AL azsls sl Jlasl pisr Ll S e dude ¢S

24



dde (6,8 ) f&-“ Leols Jals Wy

Client Hello

Server Hello
—

Change Cipher Spec
B e —

Finished

Change CiEher SEec

Finished

Lo bslas sliel 5 Lsmaster-secret olea L b o b
S dloa | b Jladl sl gl el

ol 3315 (5l 03,08 gy 5 5my Sla sl as sezme LL o b
S oslial 1y ok 45 S 5l ade Oles

25



Jlast 0315 OLL gl ansls Ol

oo Jlast Jsb s Lg.sjulf SleMb| sl
e —————————————

Closure Alert
B ————————————————————————

Closure Alert
ﬁ

(Ll a3l Closure Alert ol 4 b 5> dsla L Jlasl S|
Syh p § S o SN BB o b e

26



SSL/TLS Configuration Options

B
Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced

Settings:

(%) Just go to the most likely site
Security
Check for publizher's certificate revocation
Check for zerver certificate revocation [requires restart)
Check. for zignatures on downloaded programs
Do not gave encrypted pages to disk
Emphy Tempaorany [nternet Files folder when browser iz clozed
Enable Integrated Windows Authentication [requires restart)
Enable Profile Assistant
Uze S50 2.0
Uze S5L 3.0
Uze TL5 1.0
Warn about invald zite certificates
Warn if changing bebweer secure and not secure mode
Wharn if forme submittal iz being redirected

[]
[l
[l
[l

>

[ Restore Defaults ]

Category

History
Languages
Helper Applicati..
amant Browsing
Intemet Seaich
Tahbed Browsing
Downioads

b Composer

[ Mail & Nevisyroups

[ Instant Messenger

bIC@

v Privacy & Security
Cookies
Images
Popup Window ..
Forms
Pagswords
Master Passwords
sl
Certifivates
Yalidation

b Advanced

Offine & Dish Space | ]

S5L

aF. ][ Cancel ][ Apply

sl Protocol Versions

Enahla SSL varsion 2 Elil Ciphers..
Enzhle SSL varsion 3

Enahle TLS

SSL Wamings

Netscape can alort pou to the security status of the web page you are
viewing. Set Netscape to show & waming and ask permission before.

(] Loading & page that supports encryption

Loading & page that uses low-grade encrytion

Leaving a page that supports encryption

(] Sending farm data from an unencrypied page to an unencrypled paye

Viwing a page with an encryptedfunencrypted mix

[ ok ][ cancel | | Hep |
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