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Virtual Private Networks

«Introduction
«What security problems do VPNs solve ?

«What security problems are not solved by
VPNs ?

«VPN Principles of operation: tunneling,
encapsulation, encryption and authentication

«VPN Technologies: Microsoft PPTP, L2ZTP
and IPsec



History and background of VPNs 1

Internet multi-site organisations operated private networks
using leased lines. This approach was expensive and inflexible.

It became cheaper to use shared Internet than dedicated.

Virtual Private Network is a type of private network that uses
public telecommunication, such as the Internet, instead of
leased lines to communicate

VPNs enabled more flexible use of larger networks by
removing network geography constraints from shared-insider
LAN/Intranet associations and services.

With cryptography as part of a VPN, a travelling saleseman
could communicate with head office at lower risk from spying
competitors etc.



What problems do VPNs solve ?

« Avoiding costs of fixed lines.

« Extending security context of LAN across sites,
regardless of geography, including to mobile
users.

« Authentication: knowing who your users are.

« Encryption: preventing monitoring of use of
insecure client server applications at the
network level.



What security problems do VPNs not solve ?

« Having a VPN which isn't secure and not

knowing this is probably worse than having no
VPN

«Traffic analysis: monitoring of packet sizes,
network usage times, endpoints of
conversation etc.

« VPNs can be used to pierce firewalls, by
encapsulating traffic prohibited by
organisation policy within a firewalled
perimeter which the firewall can't inspect or
control.



Tunneling

Typically a VPN consists of a set of point to
point connections tunnelled over the
Internet.

The routers carrying this traffic over the
Internet see each P2P connection externally
as a sequence of packets routed between
endpoints.
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Encapsulation

In order to achieve tunnelling, the packets
including payloads, to and from addresses, port
numbers and other standard protocol packet
headers are encapsulated as the payload of
packets as seen by the external routers carrying
the connection.



Authentication

A digital signing scheme is typically used to
enable verification of the VPN principals.
Note that both the client and the server
need to authenticate each other.

Message authentication codes, hashes or
checksums are typically used to
authenticate message contents.



Encryption

To protect the privacy of the connection from
external snooping, the payload of the packets
visible externally will be encrypted.

To enable routing over conventional networks,
the packet headers of the encapsulating
packets are not encrypted, but the packet
headers of the encapsulated packets are
encrypted along with their contents.



VPN Topology: Types of VPNs

Remote access VPN
Site-to-Site VPN



Types of VPNs

Remote Access VPN

+ Provides access to
internal corporate
network over the
Internet.

~ Reduces long
distance, modem
bank, and technical
support costs.
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Types of VPNs

Remote Access VPN
Site-to-Site VPN
~ Connects multiple
offices over Internet

~ Reduces dependencies
on frame relay and
leased lines
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Types of VPNs

Remote Access VPN
Site-to-Site VPN

+ Extranet VPN

Provides business
partners access to
critical information
(leads, sales tools, etc)

Reduces transaction
and operational cost R

-14-



Types of VPNs

Remote Access VPN
Site-to-Site VPN

» Extranet VPN

+ Intranet VPN:

Links corporate
headquarters, remote
offices, and branch
offices over a shared
infrastructure using

dedicated connections.
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VPN Topology: How it works

Operates at layer 2 or 3 of OSI model
« Layer 2 frame - Ethernet
» Layer 3 packet - IP



VPN Components: Protocols

[P Security (IPSec)

« Transport mode
« Tunnel mode

Point-to-Point Tunneling Protocol (PPTP)
~ Uses PPP (Point-to-Point Protocol)



VPN Components: Protocols

Layer 2 Tunneling Protocol (L2TP)
~ Exists at the data link layer of OSI

~ Composed from PPTP and L2F (Layer 2
Forwarding)

» Compulsory tunneling method



Point-to-Point Tunneling Protocol
(PPTP)

Layer 2 remote access VPN distributed with Windows product
family
- Based on Point-to-Point Protocol (PPP)

Uses proprietary authentication and encryption
Limited user management and scalability

=
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PPP

Point-to-Point Protocol (PPP)

~ PPP was created for dialing into a local RAS
server

~ But the site’s RAS may be far away
« Long-distance calls are expensive




PPTP

Point-to-Point Tunneling Protocol (PPTP)

+~ We would like PPP to work over the Internet
to avoid long-distance telephone charges

~ But PPP is only a data link layer protocol

« Itis only good for transmission within a
subnet (single network)




PPTP

The Point-to-Point Tunneling Protocol
(PPTP) makes this possible

» Created by Microsoft

~ Widely used




PPTP

PPTP Operation

» User dials into local PPTP access
concentrator host

» User sends the access concentrator a PPP
frame within an IP packet




PPTP

PPTP Operation

« Access concentrator places incoming IP
packet within another IP packet

~ Sends packet to the distant RAS




PPTP

PPTP Operation

» Distant RAS removes the original packet

» Deals with the PPP frame within the
packet




PPTP
PPTP Encapsulation

~ Access concentrator receives the original IP
packet, which has the IP address of the access
concentrator

~ Adds an enhanced general routing encapsulation
(GRE) header for security

» Adds a new IP header with the IP address of the
RAS

Enhanced New
GRE Header IP i-icader

Original IP Packet




Wireless LAM adapter Wireless Metwork Connection:

Connection—specific DNS Suffix

IPv4 Address. = & &« = « =« = =
Subnet Mask . . . . . . . . .
Default Gateway . . . . -

172.16.4.184
255.255.255.8
172.16.4.1

LJd T WL LT e TUW s LS FWal T o0l [EIR FAERE LT L P SRl il PR Lb L LWe T L. 1%

24 4,750240 172.16.4.104 173.194,78.17 TCP 19198 > httpS [SYN] Sec
25 5.056305 172.16.4.105 238, 255.255. 250 M-SEARCH * HTTP/1.1

27 5.344354 194,146.150.1 172.16.4.104 ICMP Echo (p'iﬂg) FEFﬂ}I’

28 5.707865 00:24:1d:18:86:ed Broadcast ARP who has 172.16.4.1917

+

Frame 26 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: 70:1a:04:93:6a:bf (70:1a:04:93:6a:bf), Dst: Cisco_03:ea:46 (00:1d:71:03:ea:

+

-+

Internet control Message Protocol
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13 1.4599%0  194.146.150.1
14 1.503097  172.16.4.53
15 1.53597%6 172.16.4.104
16 1.820381  172.16.4.93

17 1.917758  172.17.2.121
18 2.017780  172.16.4.104
19 2.254888  00:24:1d:75:2d:fb
20 2.308586  00:24: 1d:18:86:ed

172.17.37.203
172.16.4.255
1.1.1.1
172.16.4.255
255.255.255. 255
1.1.1.1
Broadcast
Broadcast

Frame 12 (107 bytes on wire, 107 bytes captured)
Ethernet II, 5rc: 70:13:04:93:6a:bf (70:1a:04:93:6a:bf), Dst: Cisco_03:ea:d46 (00:1d:71:03;
Internet Protocol, src: 172.16.4.104 (172.16.4.104), Dst: 1.1.1.1 (1.1.1.1)

Generic Routing Encapsulation (PPP)
Point-to-Point Protocol

ICMP
NENS
GRE
NENS
NENS
GRE
ARP
ARP

Echo (ping) reply
Name query NB WPAD.
Encapsulated PPP
Name query NB ISATA
Name query NB ISATA
Encapsulated PPP
who has 172.16.4.27
who has 172.16.4.19

Internet Protocol, src: 172.17.37.203 (172.17.37.203), Dst: 194,146.150.1 (194.146.150.1)

Internet Control Message Protocol



IPSec

General IP Security mechanisms

Provides

» authentication

» confidentiality

» Key management

Applicable to use over LANSs, across
public & private WANSs, & for the Internet
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Benefits of IPSec

[s below transport layer, hence transparent
to applications

Can be transparent to end users
Can provide security for individual users



Architecture & Concepts

Tunnel vs. Transport mode

Security association (SA)
» Security parameter index (SPI)

« Security policy database (SPD)
~ SA database (SAD)

Authentication header (AH) Protocol

Encapsulating security payload (ESP)
Protocol



m [ransport mode: host -> host

m Junnel mode: host->gateway or gateway-
>gateway

| Encrypted Tunnel |

New IP | AHor ESP | Orig IP | TCP
Header | Header Header




Transport Mode
IP IP IPSec Higher
header | options | header | layer protocol

KN

ESP protects higher layer payload only

AH can protect IP headers as well as higher
layer payload




Tunnel Mode
Outer IP} IPSec | Inner IP Higher
header | header | header | layer protocol

ESP applies only to the tunneled packet

AH can be applied to portions of the outer
header
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Security Association (SA)
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IPSec ¢ luxs

IPsec module 1

IKE

IPsec module 2

Inbound

IKE

Outbound

SA

Inbound |
Outbound @




Outbound Process

heck SPDS against
Outboun SPD

iiRejeot

‘ Drop packet ‘

Forward packet ‘

SPD record
valid

‘ Drop packet and log ‘

Awake IKE

‘ Drop Packet

ESP

encryption
required ?

ryes

Encrypt packet

Authenticatio
required ?

yes

Make new IPHDR & fill
up SPI field
& Sequence number

— Aroresp ——

‘ ICV Computation

NO

v

46 Forward new packet ‘

-y

ICV Computation &
Padding

Forward new packet

Outbound process




Outbound Processing

Outbound packet (on A) =1 I;L
H
|IP Packe SPD SA
(Policy) Patabase
Is it for IPSec?
If so, which policy
entry to select?
IPSec processing
SPI &
Determine the SA ;’;ﬁz;
and its SPI l

@ Send to B



Inbound Processing

Inbound packet (on B)
\// 2N
“FromA
I SPI & Packet SA Database SR D
(Policy)

Use SPI to \ Was packet properl

index the SAD Tfed? propery
| original IP Packet

“un-process”




How They Fit Together

SPD

SA-1
SA-2
SADB o
SPI [E\(ﬁ
\ 5))
g



SPD and SADB Example

J@ Transport Mode of A's SPD
e = From | To | Protocol | Port Policy
A 5 A Any Any AH[HMAC-MD5]
) From | To | Protocol | SPI SA Record
AS SADB I AH 12 | HMAC-MD5 key
From | To [ Protocol | Port Policy Tunnel Dest
A.b | Beub Any Any | ESP[3DES] D
From To Protocol SPI SA Record
Asb | Bsub ESP 14 3DES key

50




(IKE) & ) oS dsle S5
SA S &S ol fﬂ b gs e b, ol sl ™
3 9% slowl 5 b

b s Sjgmas Ll oo b SA ol Wdows 5 5 15, ™

.bb; 6\?5.3‘ )\55‘99"

w ol s G Oygan) |y arby pl &S «.!"QJJ% -
13l o TKE 5,15 sage

51



IKE 5 <. ™
IPSec SA Ll 55l gl 5 Jol IS5,
WS el sl sl IPSEC (28 ey
ador GLaldS (655 2 GBS b ol BLILT G O35 aal 50

SIS as a5 5 esee IS ey Slen il 4 S 0

ISAKMP |55, wlel o IKE Ol @
(Internet SA Key Management Protocol)

52



Ls\.a}\.élKE

: M\a o )U 93 LS‘Jb IKE =

(IKE SA) ISAKMP SA b 1 ;6
JJLJ: By Y8 %oy JW‘}‘J‘>J CJ"‘ ‘JU‘S‘.SJ” gﬁ.‘iﬁ
IPSec SA ua”\g:ﬁ 11 )b d
et 5l g o G50 (619 Y 5B 53 0k slowl el JUIS 51 eslind
IPSec
13 g c\?u‘ 03'-9)-9’ 4 JS“,S e :I)'U =
(Main mode ) Jo! 55 dslus®
( Aggressive mode ) b awlis oMl 340 Aol ®

YRR S SR-TIRTRS | TR

( QlliCk mode ) B S 4.‘:\,.0 °

53



Aol 5121 sl
I )'\.3 CJYA\*A BE cJlo! j‘j—»‘ ‘5\@..‘53) -
( Preshared Key ) < is i 5l ads S, —)
( Public Key Signature ) . gses AJS slasl Sy, -V
( Public Key Encryption ) .4 dJS 5%, 55, Y

(Revised Public Key Encryption ) .. el (pges dlS 50, Sy, —E

54



Header , SA

proposal

Header , SA

choice

Header, g' , N,

Header, g' , N.

<

Header , { ID;, [cert;] , SIG; }skpyip-c

>

Header, { ID,, [cert ], SIG, }skryp.-c

<
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Header ,{Hash1 ’ SAproposal ’ Ni ’ [gl] ’ [IDui ’ IDur]}SKEYID-e
e ———————————
Header ,{Hash, , SA ; icc » N, [g], ID,, , ID;l}skpyip.e
@ —————————————————————————————————————————
Header , {Hash;}sxgpyip.e

—

Hash, = prf (SKEYID-a , Message ID | SA| Ni el [IDui| ID_1)
Hash, = prf (SKEYID-a , Message ID | Ni| SA| N | [g]] [ID_ | ID_])
Hash, = prf (SKEYID-a , Message ID | N1| N )

KEYMAT = prf (SKEYID-d , [ g ]| protocol | SPI| N, N.)
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